Strings Of Life — Privacy Notice
Effective date: 18 July 2026

PRIVACY NOTICE

Strings of Life is committed to protecting the privacy and rights of our staff, volunteers,
and those who use our services. This Privacy Notice explains how we collect, use,
store, and protect your personal data in accordance with the UK General Data
Protection Regulation (UK GDPR) and the Data Protection Act 2018.

1.Who We Are (The Data Controlier)

Strings of Life is the "Data Controller" for your personal information.

If you have any questions, concerns, or wish to exercise your data rights, please
contact our Data Protection Compliance Officer:

e Name: Christina Lam

o Email: christina@lcgcsol.onmicrosoft.com

2.The Personal Data We Collect

We collect different types of data depending on your role within the organisation:

« Employees & Volunteers: We collect factual details like your name, address,
date of birth, contact details, and employment history. We also process
operational data like performance appraisals and supervisor opinions.

« Service Users: We collect information required to deliver our services safely,
including your name, contact details, and relevant personal history.

« Sensitive Personal Data (All Roles): Where strictly necessary and permitted
by law, we may process information about racial or ethnic origin, religious
beliefs, physical or mental health conditions, or criminal records/allegations.

3.How We Use Your Data (Lawful Basis)

We only process your data for the specific purposes explained to you when we
collect it. We rely on the following UK GDPR legal bases:

o Contract: To manage employment or volunteering contracts.
« Consent: For specific activities or when handling your sensitive personal data.
o Legitimate Interests: To run our day-to-day business operations efficiently.

o Legal Obligation: To comply with tax, employment, and safety laws.
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Vital/Public Interests: To protect lives or perform tasks in the public interest.

4.Data Sharing and Third Parties

We never share your information for incompatible reasons. Your data is only shared
with:

Data Processors: Trusted external suppliers (like payroll provider) operating
under strict data security contracts.

No Inadequate International Transfers: We do not send your data to
countries or organisations outside the UK that lack adequate legal data
protection.

5.How We Keep Your Data Secure

We use strict technical and physical controls to protect your data from loss, damage,
or unauthorised access. These security procedures include:

Building Controls: Entry controls to protect working areas.

Physical Records: Secure, lockable desks and cupboards for confidential
paperwork.

Digital Records: Storage on secure central drives, mandatory PC log-offs
when desks are left unattended, and angled monitors to block passers-by.

Safe Destruction: Paper documents are shredded, and digital media (USB
sticks, CDs) are physically destroyed.

6.Data Retention

We do not keep personal data longer than necessary. Your information will be
securely erased or destroyed from our systems as soon as the purpose for
collecting it has ended.

7.Your Legal Rights

You have the following rights regarding your personal information:

Right to Transparency & Information: To know how we use your data.

Right of Access: To request a copy of your data in writing. This is free, and
we will respond within 1 month.

Right to Rectification: To correct inaccurate or misleading details.
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« Right to Erasure ("To Be Forgotten"): To request data deletion when it is no
longer required. Requests must be made in writing.

« Right to Restrict or Object: To limit or stop our data processing.

« Right to Data Portability: To move your digital data to another provider.

8.How to Complain

If you feel we have breached data regulations, report the details to Christina Lam
immediately. Any serious breaches will be reported by the organisation to the
Information Commissioner’s Office (ICO), and affected individuals will be notified.
You always maintain the right to lodge a complaint directly with the ICO.
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